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PASINEX ARAMA VE MADENCILIK A.S.
CG-208 CORPORATE FRAUD RISK MANAGEMENT POLICY

(Fraud Risk Management Policy)

CHAPTER ONE

Purpose

Article 1 - Purpose

Thepurpose of thisPolicy is toestablishtheprinciples, rulesandresponsibilitiesgoverningtheprevention,
earlydetection, reporting, impartialinvestigationandappropriatemanagement of therisks of fraud,
embezzlement, forgery, misappropriation of assets, manipulation of financialandoperationalrecords,
andotherirregularitiesthatmayarise  in  connectionwiththeactivities of Pasinex Exploration
andMininglinc.

ThisPolicyaimsto:

a) strengthen a culture of integrityandaccountability;

b) protecttheCompany'stangibleandintangibleassets;

c) ensuretheaccuracyandreliability of financialandoperationalreporting;

d) preservetheconfidence of investorsandotherstakeholders;

e) supportcompliancewiththeapplicablelegislationandtheCompany'sinternalregulations;
f) safeguardtheCompany'scorporatereputationandoperationalcontinuity;

g) ensurethatorganizationallessonsarelearnedfromfraudincidentsandpreventtherecurrence of
similarincidents.

This Policy covers not only completed acts of fraud but also attempted fraud, participation in, or
assistance with fraud, concealment of fraudulent activities, and conduct intended to undermine or
circumvent control mechanisms.



CHAPTER TWO

Scope

Article 2 - Scope

ThisPolicyappliesto:

a) members of the Board of Directors;

b) members of the Board Committees;

c) the General Manager andallmanagers;

d) Companyemployees, internsandtemporarypersonnel;

e) subsidiariesandentitiesundertheCompany'scontrol;

f) jointventures;

g) consultants, representativesandagents;

h) contractors, subcontractorsandsuppliers;

1) allothernaturaland legal personsacting on behalf of orfortheaccount of theCompany.

Withrespecttojointventuresandsubsidiariesthatare not undertheCompany'scontrol, theadoption of
standardsconsistentwiththisPolicyshall be encouragedtotheextent of
theCompany'srepresentationrights, votingrightsandothergovernancemechanisms.

This Policy applies to all Company processes, including financial, operational, technical, human
resources, information technology, procurement, sales, logistics, laboratory, drilling, production,
inventory, sample management and all other Company processes.

CHAPTER THREE

Legal Basis

Article 3 — Legal Basis

ThisPolicy has beenpreparedbased on:

e theTurkish Commercial Code;
¢ theTurkishCriminalCode;

e theTaxProcedurelLaw;



e thelabourlLaw;
e legislationrelatingtotheprotection of personaldata;
e regulationsapplicabletothecapitalmarkets;
e therelevantaccountingandfinancialreportingstandards; and
e otherapplicablelegislation.
ThisPolicyshallalso be implemented in conjunctionwiththefollowingCompanyregulations:
e (CG-202 Code of Ethicsand Business ConductPolicy;
e CG-203 Anti-BriberyandCorruptionPolicy;
o CG-204 Conflict of InterestPolicy;
e CG-205 WhistleblowingPolicy;
e CG-206 Third PartiesandSupplierCompliancePolicy;
e CG-211 Information Management andRecordsRetentionPolicy; and
e therelevantinternalcontrol, risk management, disciplinaryandinformationsecurityregulations.

Where appropriate, the implementation of this Policy shall take into consideration the following
international frameworks:

e COSO Fraud Risk Management Guide;

e COSO Internal Control Framework;

e SO 37301 Compliance Management Systems;
e 1SO 37001 Anti-Bribery Management Systems;
e OECD Principles of CorporateGovernance; and

e internationalbestpracticesrelatingtointernalauditingandfraudinvestigation.

CHAPTER FOUR

Definitions

Article 4 — Definitions

Forthepurposes of thisPolicy:



Fraud:

meansanyintentionalact of  deception, concealment, misrepresentation, abuse of
trustorsimilarconductcarriedoutforthepurpose of causingharmtotheCompany,
itsstakeholdersorthirdparties, orobtaining an unduebenefitforoneselforanotherperson.

AttemptedFraud:

meansengaging in actsdirectedtowardobtaining an unduebenefitorcausinglosstotheCompany,
notwithstandingthatthefraudulentact has not beencompleted.

Irregularity:

meansanyactorconductthat is contrarytotheapplicablelegislation,
theCompany'spoliciesandprocedures, delegatedauthoritiesorinternalcontrolrules.

Misappropriation of Assets:

meanstheunauthorizeduse, taking, transfer orembezzlement of theCompany'scash, inventory,
equipment, fuel, data, information, time, intellectualpropertyorothertangibleorintangibleassets.

Fraudulent Financial Reporting:

meanstheintentionalpreparation of financialstatements, accountingrecords,
disclosuresorotherfinancialinformation in a false, incompleteormisleadingmannerforthepurpose of
misleadingusersthereof.

Manipulation of OperationalRecords:

meanstheintentionalalteration, concealmentorfalsification of production, inventory, quality, drilling,
sample, reserve, resource, weighing, laboratory, maintenance, safetyorotheroperationalrecords.

Collusion:

means two
ormorepersonsactingtogethertocommitfraudorirregularitiesortocircumventcontrolmechanisms.

Management Override of Controls:

meansthecircumvention of internalcontrols, approval, recordingorauditmechanismsthroughtheabuse
of authoritybymanagersorotherauthorizedpersons.

Investigation:

meanstheexamination of informationandevidencerelatingtoallegations of fraudorirregularity in
accordancewiththeprinciples of independence, impartiality, confidentialityanddueprocess.



CHAPTER FIVE

FundamentalPrinciples

Article 5 — Zero Tolerance

TheCompanyadopts a zero-toleranceapproachtowardfraud, embezzlement, forgery, collusion,
manipulation of records, misappropriation of assetsandtheconcealment of fraudulentactivities.

No personshall be exemptfromtheprovisions of thisPolicybyreason of theirposition, seniority,
commercialcontribution, productiontargets, financialresultsoranyotherconsideration.

Theprinciple of zerotolerancedoes not meanthateveryreportedallegationshall be
deemedsubstantiated. Allallegationsshall be assessed in accordancewiththeprinciples of impartiality,
thepresumption of innocenceanddueprocess.

Article 6 — Culture of Integrity

TheCompanyrecognizesthat a strongethicalculture,
appropriatemanagementconductandeffectiveinternalcontrolsarefundamentaltotheprevention of
fraud.

The Board of Directors, the General Manager andallmanagersshall be responsiblefor:
a) setting an examplethroughtheirownconduct;

b) preventingthecircumvention of internalcontrolmechanisms;

c) encouragingthereporting of suspiciousactivities;

d) protectingpersonswhomakereports in goodfaith;

e) ensuringthatcommercialobjectives do not takeprecedenceoverethicalstandards.

Article 7 - Prevention as a Priority

TheCompanyadoptstheprinciplethatfraudrisksshould not merely be investigatedafter they occur, but
should be preventedbefore they ariseordetected at an earlystagethrough risk assessments,
segregation of duties, dataanalytics, effectiveoversightandotherpreventivecontrols.



CHAPTER SIX

FraudRisks

Article 8 — Risk Categories

Whereappropriate, thefollowingcategories of fraud risk shall

theCompany'sactivities:

Financial and Accounting Risks

falseorinaccurateaccountingrecords;

manipulation of revenues, expenses, assetsorliabilities;
falseorduplicateinvoices;

unauthorizedpayments;

misuse of bank accounts;
concealedfundsandoff-the-booksaccounts;
fraudulentfinancialreporting; and

managementoverride of controls.

ProcurementandSupplyRisks

collusivetenderingandbiddingprocesses;
fictitiousorrelated-partysuppliers;
secretcommissionsandimproperbenefits;
priceorquantitymanipulation;
duplicatepayments;

invoicingforgoodsorservices not received;

be assessedwithinthescope of

representingsubstandardgoods as compliantwithcontractualrequirements;

falseprogresspaymentclaimsorprogressreports.

Human ResourcesandPayrollRisks

fictitiousemployees;



e payrollandwagemanipulation;

e falseovertimeorleaverecords;

e improperexpenseclaims;

e unauthorized bonus oremployeebenefitpayments;

e fraudulentrecruitmentandpromotionpractices.
Information TechnologyandCyberFraudRisks

e manipulation of systemsanddata;

e unauthorizedaccess;

e misuse of useraccounts;

e electronicpaymentfraud;

e fraudulentpaymentinstructions;

e businessemailcompromisefraud;

e deletionoralteration of system log records;

o fraudcommittedthroughphishingandsocialengineering.
Mining-SpecificRisks

o theft of ore, concentrateorothervaluableproducts;

e manipulation of inventoryquantitiesandgrades;

e alteration of productionandshipmentrecords;

e intentionalalteration of laboratoryanalysisresults;

e disruption of thesamplecollection, transportationandchain of custody;

e misrepresentation of reserveandresourcedata;

e alteration of drillinglogs, corerecordsorcoordinateinformation;

e manipulation of weighingsystemsandweighbridges;

e unauthorizeduse of fuel, explosives, consumablesandspareparts;

e irregularities in scrapandwastesales;



e alteration of guantities,
durationsorworkprogressinformationrelatingtocontractorpaymentclaims;

e falsemaintenance, repairorequipmentusagerecords;
e substitution, mixingorfalsereporting of samples as lost.

Thislist is not exhaustive. Fraudrisksarisingfromnewtechnologies, processes,
businessmodelsorotherdevelopmentsshallalso be includedwithinthescope of theCompany's risk
assessments.

CHAPTER SEVEN

Fraud Risk Management

Article 9 — Risk Assessment

TheCompanyshallassessfraudrisks at
regularintervalsandwheneversignificantorganizationaloroperationalchangesoccur.

Whereappropriate, fraud risk assessmentsshalltakeintoconsideration:
e fraudincentivesandpressures;
e opportunitiesforfraud;
e thecontrolenvironment;
e the risk of managementoverride of controls;
e segregation of duties;
e previousincidentsandlosses;
e whistleblowingreports;
e third-partyrelationships;
e industrytrends;
e cyberandtechnologicaldevelopments;
e geographicandoperationalrisks; and

e thepotentialforcollusion.



Fraudrisksshall be classifiedtakingintoaccountthelikelihood of occurrence,
potentialfinancialandoperationalimpact, detectabilityandtheeffectiveness of existingcontrols.

Fraud risk assessmentsshall be conducted as an integral part of the Enterprise Risk Management
System, andsignificantrisksshall be reportedtotherelevantcommitteesandthe Board of Directors.

Article 10 — PreventiveandDetectiveControls

Whereappropriate, thefollowingcontrolsshall be implementedtopreventandensuretheearlydetection
of fraudrisks:

e segregation of duties;

e multi-levelapprovalmechanisms;

o clearlydefinedauthorizationlimits;

e bankandaccountreconciliations;

e supplierandemployeemasterdatacontrols;

e surprisecash, inventory, fuelandassetcounts;

e physicalsecurityandaccesscontrols;

e dataanalytics, exceptionreportingandcontinuousmonitoringtechniques;
e verification of suppliers, beneficialownersand bank accounts;

e regularreview of systemaccessrights;

e dualreview of criticaltransactions;

e traceability of samplechains of custodyandlaboratoryrecords;

e periodicverification of weighbridges, camerasystemsandmeasurementequipment; and
e reviewsdesignedtodetectmanagementoverride of controls.

Thedesignandeffectiveness  of  thesecontrolsshall be reviewed on a  regularbasis,
andcorrectiveandpreventiveactionsshall be implementedtoaddressanyidentifiedweaknesses.

EIGHTH SECTION
WhistleblowingandReportingMechanisms

Article 11 — ReportingObligation



Employees, managersand, totheextentapplicable, thirdpartiesacting  on behalf  of
theCompanyareobligedtopromptlyreportcircumstancesthatconstitute a reasonablesuspicion of fraud,
irregularity, override of controlsorviolation of thisPolicy.

Thereportingperson is not requiredtoconclusivelyprovetheallegation; a reasonablesuspicionbased on
theavailableinformationshall be sufficientformaking a report.

No personshall be subjectedtodiscrimination, pressure, threatorretaliationduetogood-faithreports.

Article 12 — ReportingChannels

Allegations of fraudandirregularitiesmay, whereappropriate, be
submittedthroughthefollowingchannels:

e directlytotherelevantmanager,

e the Legal andCompliancefunction,
e thelnternalAuditDepartment,

e theEthicsReportingHotline,

e theChairperson of theAuditCommittee,

othersecurechannelsdesignatedbythe Board of Directors.

Allegationsconcerningseniormanagement, the General Manager, thelnternalAudit Manager,
orpersonsmanagingthereportingsystemmay be submitteddirectlytotheChairperson of
theAuditCommitteeorto an independentchanneldesignatedbythe Board of Directors.

Reportsmay be submittedwithidentification of thereportingpersonor,
totheextentlegallyandtechnicallypossible, anonymously.

Article 13 - ConfidentialityandPrevention of Retaliation

Theidentity of thereportingperson, witnessesandindividualscontributingtotheinvestigationshall be
keptconfidential, excepttotheextentrequiredby legal obligationsandtherequirements of
theinvestigation.

No retaliation, including but not limitedtothefollowing, may be appliedagainstpersonswhomake a
good-faithreportorcontributeto an investigation:

e termination of employment,

e change of positionorworkplace,



loss of salaryandbenefits,

bad-faithimpact on performanceevaluations,

intimidation, exclusion, pressureorthreats,

obstruction of promotionandcareeropportunities.

Retaliationallegationsshall be investigated on a prioritybasis. Disciplinaryand, wherenecessary, legal
proceedingsshall be conductedagainstpersonsdeterminedtohaveengaged in retaliation.

NINTH SECTION

InvestigationProcess
Article 14 — Preliminary Review

Eachreportshall be subjectto a preliminaryreview in terms of itsscope, seriousness,
informationcontainedtherein, whether it creates an urgent risk,
andwhetherreasonablesuspicionexists.

As a result of thepreliminaryreview, decisionsmay be maderegarding:
a) opening an investigation,

b) requestingadditionalinformationordocuments,

c) directingthereporttoanotherauthorizedprocess,

d) takingurgentmeasurestopreserveevidence,

e) takingnoactionduetoinsufficientgrounds.

Decisionsandtheirjustificationsshall be recordedconfidentially.

Article 15 - InvestigationPrinciples

Investigationsshall be conducted in accordancewiththefollowingprinciples:
e independence,
e impartiality,

e confidentiality,



e compliancewiththelaw,

e presumption of innocence,

e fairprocess,

e proportionality,

e prevention of conflicts of interest,

e preservation of theintegrity of evidence,

e conclusionwithin a reasonableperiod of time,

documentationandrecordkeeping.
Personsparticipating in

theinvestigationmayaccessonlytheinformationanddocumentsnecessaryfortheperformance of
theirdutiesandmay not sharetheinformation they obtainwithunauthorizedpersons.

Article 16 — Investigation Team andAuthorization

An appropriateinvestigationteamshall be appointed, takingintoconsiderationthenatureandscope of
theinvestigationandtheposition of thepersonssubjecttotheallegations.

Totheextentnecessary, theinvestigationteammayinclude:
e InternalAudit,
e Legal andCompliance,
e Human Resources,
e Information Technologies,
e Finance,
e QOperations,
e OccupationalHealthandSafety,
e Security,

e independentexternalexperts.



Insignificantallegationsconcerningthe General Manager orseniorexecutivesdirectlyreportingtothe
General Manager, theinvestigationteamshall be appointedbytheAuditCommitteeorthe Board of
Directors.

Allegationsconcerningmembers of the Board of Directors shall be evaluatedby Board
memberswhohavenoconflict of interestorbyindependentexperts.

Personswhohave an actual, potentialorperceivedconflict of interestwiththeallegedincidentmay not
participate in theinvestigationteam.

TENTH SECTION
Preservation of Evidence
Article 17 — Evidence Security

When an investigationorpreliminaryreview is initiated, @ necessarymeasuresshall  be
takentopreservetheintegrity,  accuracyandtraceability of relevantinformation, = documents,
samplesandotherevidence.

Withinthisscope, totheextentappropriate:
e electronicrecords, backupsandlogsshall be preserved,
e e-mailandcommunicationrecordsshall be retained,
e camerarecordingsshall be secured,
e physicaldocumentsshall be stored in a secureenvironment,
e samplesandtechnicalrecordsshall be preservedunder an appropriatechain of custody,
e accessauthorizationsshall be restricted,

e recordsshall be maintainedregardingbywhom,
whenandforwhatpurposetheevidencewasreceived.

Evidenceshall not be destroyed, altered, concealedorfalsified.

Article 18 - Legal Hold

Intheeventthat an investigation, litigation, officialrevieworpotential legal requestarises, a Legal
Holdprocessmay be initiated in accordancewiththe CG-211 Information Management
andRecordsRetentionPolicy.



Records, documents, communications, data, samplesandothermaterialssubjectto Legal Holdmay not
be deleted, destroyed, alteredoreliminatedbased on ordinaryretentionperiodswithout a
writtenreleasenoticefromthe Legal andCompliancefunction.

ELEVENTH SECTION

ConclusionandSanctions
Article 19 — Investigation Report

At theend of eachinvestigation, a writtenreportshall be prepared in accordancewiththescopeandlevel
of significance of theinvestigation.

Totheextentappropriate, thereportshallinclude:
a) summary of theallegation,

b) scopeandmethodology of theinvestigation,

c) reviewactivitiesconducted,

d) evidenceobtainedandevaluated,

e) verifiedfacts,

f) explanationsordefenses,

g) conclusionandassessment,

h) identifiedcontroldeficiencies,

i) recommendedcorrectiveandpreventiveactions,
j) recommendationsregardingdisciplinary, contractualor legal actions.

Thereportshallclearlydistinguishfactualfindingsfrom legal assessments. Thereportshallonly be
sharedwithpersonsauthorizedduetotheirdutiesandshall be securelystored.

Article 20 — CorrectiveandPreventiveActions
Wheresystemicdeficienciesareidentified as a result of an investigation, totheextentappropriate:
e internalcontrolmechanismsshall be strengthened,

e processesandproceduresshall be updated,



e segregation of dutiesshall be restructured,

e authorityandapprovallimitsshall be reviewed,

e informationtechnologyandphysicalsecuritycontrolsshall be enhanced,
e additionaltrainingprogramsshall be planned,

e supplierandemployeeverificationprocessesshall be improved,

e measuresshall be takentomitigateandrecoverlosses.

Responsiblepersonsandcompletionperiodsshall be determinedforcorrectiveandpreventiveactions;
theimplementationandeffectiveness of suchactionsshall be monitored.

Article 21 - Disciplinary, Contractualand Legal Proceedings

Withrespecttopersonsdeterminedtohavecommittedfraudorirregularities,
takingintoconsiderationthenature, severity, degree of faultandconsequences of theincident,
necessaryadministrative, contractualand legal actionsmay be taken, including:

e application of disciplinarysanctions,

e change of dutiesorauthorities,

e termination of theemploymentcontract,

e compensationandrecovery of damages,

e filing of a criminalcomplaint,

e suspensionortermination of therelevantcontract,

o removal of thesupplierfromtheapprovedsupplierlist,

e suspensionorrestriction of awardingnewbusinessordesignation as a restrictedsupplier,
e notificationtoauthorizedpublicinstitutions,

e andothernecessaryadministrative, contractualand legal measures.

Sanctionsshall be determinedbyobservingtheprinciples of legality, proportionality, impartiality,
consistencyandfairprocess.

Obstructing an investigation, destroyingoralteringevidence, providingfalseinformation,
influencingwitnesses, concealingfraudorassisting in theoverride of controlmechanismsshallalso be
considered an independentviolation of thisPolicy.



TWELFTH SECTION

Board of Directors Oversight
Article 22 — Duties of theAuditCommittee

TheAuditCommittee, on behalf of the Board of Directors, overseestheeffectiveness,
adequacyandindependentoperation of theFraud Risk Management System.

Withinthisscope, theAuditCommitteeshall:
a) reviewfraud risk assessments, significant risk areasandrelatedcontrolmechanisms,

b) be informedaboutsignificantfraudallegations, confirmedcasesandtheirfinancial, legal,
operationalandreputationalimpacts on theCompany,

c) evaluatesignificantinvestigationresults,
identifiedcontroldeficienciesandrecommendedcorrectiveactions,

d) providenecessaryoversight in allegationsinvolvingseniormanagement,
controlfunctionsorpersonswhomayaffecttheindependence of investigationprocesses,

e) reportsignificantorsystemiccontroldeficienciestothe Board of Directors,
f) monitorthetimelyandeffectiveimplementation of correctiveandpreventiveactions,

g) wheredeemednecessary, recommendtothe Board of Directors that an independentreview,
internalauditorexpertassessment be conducted.

Theoversightduty of theAuditCommitteedoes not includetheday-to-dayconduct of
investigationsorundertakingtheoperationalduties of theinvestigationteam.

Article 23 — Oversight of the Board of Directors

The Board of Directors shalloversee:

a) thedevelopment of a corporateculturebased on integrity, transparencyandaccountability,
b) theadequacyandeffectiveness of theFraud Risk Management System,

c) theappropriatemanagement of significantfraudrisksandcases,

d) thestrengthening of thecontrolenvironmentandcorporateoversightmechanisms,



e) thesupport of thesystemwithsufficienthumanresources, financialresources,
authorityandtechnologicalinfrastructure.

Allegationsinvolvingseniormanagement, members of the Board of Directors ormanagers of
controlfunctions, as well as incidentsthatmayhavesignificantfinancial, legal,
operationalorreputationalimpact on theCompany, shall be
reportedwithoutdelaytotheAuditCommitteeandthe Board of Directors.

The Board of Directors shall not allowcommercialobjectives,
productionpressuresorpersonalrelationshipstotakeprecedenceoverinternalcontrolandinvestigationpr
ocesses in themanagement of fraudrisks.

THIRTEENTH SECTION
ProactiveMonitoringand Data Analytics
Article 24 — ContinuousMonitoring

TheCompanymayestablish risk-based, proportionateandtraceablecontinuousmonitoringmechanisms
in ordertoidentifyfraudrisks at an earlystageanddeterminecontroldeficiencies.

Continuousmonitoringactivitiesmayinclude, totheextentappropriate, thefollowingareas:
a) procurement, tender andsuppliertransactions,

b) payment, collection, bankingandtreasurytransactions,

c) inventory, fuel, sparepartsandconsumablematerialmovements,
d) production, shipment, weighingandscalerecords,

e) laboratory, sample, drillingandtechnicaldatarecords,

f) use of authoritiesandapprovals,

g) useraccesses, systemactivitiesand log records,

h) expense, travelandrepresentationexpenses,

i) payroll, overtime, bonus andbenefittransactions,

j) contractorprogresspaymentsandworkprogressrecords,

k) otherhigh-risk financialandoperationalprocesses.

Duringmonitoringactivities, theprotection of personaldata, proportionality, purposelimitation,
informationsecurityandaccessauthorizationsshall be observed.



Alerts arisingfrommonitoringactivitiesshall not, bythemselves, be consideredevidence of a violation;

they shall be usedfor risk-basedassessmentandadditionalreviewwherenecessary.

Article 25 — Data AnalyticsandException Analysis

TheCompanymayutilizedataanalytics, exceptionreportsandotheranalyticalmethods in ordertoassist in

identifyingfraudrisksandunusualtransactionpatterns.

Totheextentappropriate, thefollowingindicatorsmay be monitored in analyses:
a) unusualorunexplainedpaymentpatterns,

b) duplicateinvoices, paymentsorsupplierrecords,

c) price, quantityordiscountchangesinconsistentwith market conditions,

d) use of thesame bank account, address, telephonenumberorcontactinformation
recordsbelongingtodifferentemployees, suppliersorcreditors,

e) unusualcriticaltransactionsconducted on weekends, publicholidaysoroutsideworkinghours,
f) useraccessesorsystemactivitiesinconsistentwithauthorizationlevels,

g) unexplaineddiscrepanciesbetweeninventory, production, shipmentandsalesrecords,

h) statisticalanomalies in laboratoryresults, samplerecordsorgradedata,

i) unusualtrends in contractorprogresspayments, purchaserequestsandcontractamendments,
j) suspicioussimilarities in employeeandsuppliermasterdata,

k) splittransactionsintendedtoremainbelowapprovallimits.

Theseanalysesshall not, bythemselves, constitute a basisfordisciplinaryor legal action. Alerts

arisingfromtheanalysesshall be evaluated as earlywarningindicatorsenablingverificationand,

wherenecessary, preliminaryreview.

Theaccuracy of analyticalmethods, dataqualityandthepossibility of generatingfalsepositiveresultsshall

be reviewedperiodically.

FOURTEENTH SECTION

Training andAwareness

Article 26 — Training Programs



TheCompanyconductsregular, risk-basedand role-specifictrainingprograms in
ordertoensurethatemployeesrecognizefraudrisks, identifyredflags,
implementnecessarycontrolsandreportsuspicioussituations.

Totheextentappropriate, thefollowingsubjectsshall be addressed in trainings:
a) ethicalconductandintegrityprinciples,

b) types of fraudandirregularities,

¢) managementoverride of controlsandcollusionrisks,

d) conflicts of interest,

e) rulesregardinggifts, hospitalityandpersonalbenefits,

f) ethicsreportingchannelsandprohibition of retaliation,

g) fraudredflags,

h) document, invoiceandrecordfalsification,

i) cyberfraudandbusinessemailcompromiseincidents,

j) phishingandsocialengineeringattacks,

k) fraudrisksspecifictominingoperations,

I) preservation of evidenceandobligationtocooperate in investigations.

Special trainingcontentmay be preparedforhigh-risk dutygroupssuch as Board members,
seniormanagement, finance, procurement, humanresources, informationtechnologies, internalaudit,
fieldoperations, laboratory, inventory, logisticsandcontractmanagement.

Participation in  trainingsshall be recordedandtheeffectiveness of trainingsshall be
evaluatedthroughappropriatemethods.

Article 27 — Responsibilities of Managers

Managersareobligedto:

a) set an examplethroughtheirbehavior in compliancewithethicalprinciplesandinternalcontrolrules,
b) preventthecircumventionordisabling of controlmechanisms,

c) increaseemployees’ awareness of fraudrisksandreportingchannels,



d) support an opencommunicationenvironmentwhereemployees can
reportsuspicioussituationswithoutfear of pressureorretaliation,

e) promptlyforwardsuspicioussituationsreportedtothemtotheauthorizeddepartments,
f) providenecessarycooperation in investigations.

Thebehaviorandmessages of managersareconsideredone of thefundamentalindicators of
theintegrityandcontrolculturethroughouttheCompany.

No managermayrequestthat a control be bypassedorthat a suspicioustransaction be ignored on
thegrounds of production, financialresults, time pressureorcommercialobjectives.

FIFTEENTH SECTION

MonitoringandPerformance
Article 28 — PerformancelndicatorsandReporting

Theeffectiveness of theFraud Risk Management Systemmay be monitoredusing risk-
basedandmeasurableperformanceindicators.

Withinthisscope, thefollowingindicatorsshall be evaluatedtotheextentappropriate:
a) completedfraud risk assessmentsandupdatedrisks,

b) number, subjectmatterand risk level of reportsreceived,

c) ratio of completedpreliminaryreviewsandinvestigations,

d) averagecompletion time of investigations,

e) numberandnature of confirmedcases,

f) lossesincurredduetofraudandrecoveredlosses,

g) rate of remediation of identifiedcontroldeficiencies,

h) timelycompletionandeffectiveness rate of correctiveandpreventiveactions,
i) trainingsconductedandparticipationrates,

j) results of controltestsperformed in high-risk processes,

k) recurringfraudcasesandrootcausetrends,

I) retaliationallegations,



m) significantfindingsarisingfromdataanalyticsandcontinuousmonitoringactivities,
n) otherperformanceand risk indicatorsdeemednecessary.

Theseindicatorsareusedtoassesstheeffectiveness of  thesystemandareasforimprovement. A
loworhighnumber of reportsshall not, byitself, be considered an indicator of thesuccessorfailure of
thesystem.

Performanceindicatorsmay not be used as individualperformancetargets in a
mannerthatdiscouragesemployeesfrommakinggood-
faithreportsorencouragesartificiallyreducingthenumber of cases.

Significantresultsshall be reportedtotheAuditCommitteeand, wherenecessary, tothe Board of
Directors.

SIXTEENTH SECTION

IndependentAssuranceandinternalAudit
Article 29 — AssuranceActivities

TheFraud Risk Management Systemmay be
subjecttoindependentandimpartialassuranceactivitieswithinthescope of risk-basedinternalauditplans.

Thefollowingmattersshall be evaluated in internalauditactivitiestotheextentappropriate:
a) effectiveness of thecontrolenvironmentandethicalculture,

b) adequacy of fraud risk assessments,

¢) compliancewithpoliciesandprocedures,

d) segregation of dutiesandallocation of authorities,

e) criticalapproval, paymentandaccessmechanisms,

f) risk of managementoverride of controls,

g) effectiveness of dataanalyticsandcontinuousmonitoringsystems,

h) designandimplementation of reportingandinvestigationprocesses,

i) evidencepreservationandrecordsmanagementprocesses,

j) implementationandeffectiveness of correctiveandpreventiveactions.



ThelnternalAuditDepartmentshall not becometheownerorroutineimplementer of
managementcontrols. Theparticipation of InternalAudit in investigationsshall be determined in a
mannerthatdoes not impairitsindependentassurance role.

Wherenecessary, supportmay be obtainedfromindependentexternalexperts in areassuch as
forensicaccounting, informationtechnologyinvestigations, geology, laboratory, engineering,
laworotherfields of expertise.

Significantfindingsandthestatus of correctiveactionsshall be reportedtotheAuditCommitteeandthe
Board of Directors. SEVENTEENTH SECTION

PolicyViolations
Article 30 — PolicyViolations

Violation of thisPolicyincludes not onlythecommission of fraud but also, totheextentappropriate,
thefollowingacts:

a) attemptingtocommitorparticipating in fraud,

b) concealing an attempt of fraudorirregularity,

c) obstructing, delayingorattemptingtoimproperlyinfluence an investigation,

d) destroying, altering, concealingorfalsifyingevidence,

e) knowinglyprovidingfalse, incompleteormisleadingstatementsduring an investigation,

f) attemptingtoinfluencewitnesses, reportingpersonsorindividualscontributingtotheinvestigation,
g) retaliatingagainstpersonswhomakegood-faithreports,

h) intentionallyoverridingrequiredcontrolsorassistingothers in overridingcontrols,

i) knowinglyfailingtofulfilltheobligationtoreportfraudrisks,

j) violatingconfidentialityobligations.

Disciplinary, administrative, contractualand legal proceedingsmay be
appliedbytakingintoconsiderationthenature, severity, degree of fault, recurrenceandconsequences of
theviolation.

Sanctionsshall be determined in accordancewiththeprinciples of legality, proportionality, impartiality,
consistencyandfairprocess.



EIGHTEENTH SECTION

Review of thePolicy

Article 31 — Reviewand Update

ThisPolicyshall be reviewed at leastonce a yearunderthecoordination of theAuditCommittee in

ordertomaintainitscurrency, adequacyandeffectiveness.

Duringthereviewprocess, thefollowingmattersshall
takenintoconsiderationtotheextentappropriate:

a) results of fraud risk assessments,

b) significantcasesandtheirrootcauses,

c) investigationandcorrectiveactionresults,

d) internalandexternalauditfindings,

e) dataanalyticsandcontinuousmonitoringresults,

f) changes in legislationandaccountingstandards,

g) changesoccurring in theorganizationalstructure, operationsorinformationsystems,
h) implementation of newbusinessareasorprojects,

i) internationalbestpracticesandsectoraldevelopments,

j) feedbackreceivedfromemployees, managementandotherstakeholders.

be

An extraordinaryreview of thePolicymay be conductedwithoutwaitingfortheannualreviewperiod in

thefollowingcircumstances:

a) occurrence of a significantfraudcase,

b) identification of a seriousorsystemiccontroldeficiency,
c) occurrence of a significantlegislativechange,

d) significantchange in theorganizationalstructureoroperating model,

e) implementation of newtechnology, informationsystemsorhigh-risk areas of activity.

Necessaryamendmentproposalsshall be submittedforapproval of the Board
uponevaluationbytheAuditCommittee.

of Directors



NINETEENTH SECTION

EffectiveDateandimplementation
Article 32 - EffectiveDate
ThisPolicyshallenterintoforce on thedate it is approvedbythe Board of Directors.

Upontheentryintoforce of thePolicy, therelevantdepartmentsshallassess, on a risk-basedbasis,
thecompliance of
existingprocessesandcontrolmechanismswiththisPolicyandshallcarryoutthenecessarytransitionactiviti
es.

Article 33 — Implementation

The Board of Directors is responsibleforoverseeingtheimplementation of
thisPolicyandtheeffectiveness of theFraud Risk Management System.

TheAuditCommittee, on behalf of the Board of Directors, overseestheimplementation of thePolicy,
significantfraudrisks, investigationresultsandcorrectiveactions.

The General Manager shallensure:
a) theeffectiveimplementation of thePolicy in dailyoperations,

b) theestablishment of thenecessaryorganizationalstructure, allocation of
dutiesandcontrolmechanisms,

c) theprovision of sufficienthumanresources, financialresourcesandtechnologicalinfrastructure,
d) coordinationamongtherelevantdepartments,
e) timelyreporting of significantrisksandcasestotheAuditCommitteeandthe Board of Directors.

InternalAudit, Legal andCompliance, Finance, Human Resources, Information Technologies,
Procurement, Operations, Security andotherrelevantdepartmentscontributetotheimplementation of
thisPolicywithinthescope of theirdutiesandauthorities.

Allemployeesandthirdpartiesacting on behalf of theCompanyareobligedto:
a) act in compliancewiththeprovisions of thisPolicy,

b) cooperatewithcontrolsaimed at preventingfraudrisks,

c) promptlyreportcircumstancesconstitutingreasonablesuspicion,

d) provideaccurateandcompleteinformationduringinvestigations,



e) complywithobligationsregardingtheprotection of evidenceandconfidentialinformation.

Detailedproceduresandprinciplesregardingtheimplementation of thePolicymay be
regulatedthroughthefraud risk assessmentmethodology, investigationprocedure,
casemanagementstandard, evidencepreservationguideline,

dataanalyticsrulesandotherimplementationdocuments.

APPENDICES
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